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MCSIOOO 10/100 Secure NIC

1. Introduction

MCS1000 is a fully featured 10/100 network Interface card with additional feature of
hardware acceleration of the IPSec protocol. The MCs1000 can be used any windows and
Linux operating systems and can add up to a maximum of 3-port NIC to the system. A
simple driver needs to be installed on the operating systems and the integer intensive
math IPSEC protocol will be offloaded to the NIC.

The MCS1000 can be programmed as a 1, 2, 3 port secure NIC card and can be modified
for Optical Fiber Interface using an external PHY.

Below shown is the one port Copper and Fiber interface of MCS1000

Copper Media Fiber Media

2. NIC Features

e 32 bit-33 MHz ,PCI 2.2 interface
* Ethernet interface (Copper or FIBER)

Compliant with IEEE 802.3 specification.
Supports 10/100 Mbps data transfer rates.
Supports both Full duplex /Half duplex operation.
Supports flow control for Full duplex Operation.

o O O0Oo

* Hardware offload engine.
0 [IPSEC task offloading, compliant with Microsoft NDIS architecture
(Windows).Secures sensitive data at wire speeds- with DES/3DES Encryption,
MD5/SHAT1 hashing, RFC-2402 and RFC2406 Authentication and upto 72
security Associations.
* Ethernet features
0 Addressing filtering modes are

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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8 Unicast 48 bit address
8 64 hash filtered multicast addresses
8 Pass all Multicast addresses
8 Promiscuous mode
8 Broadcast

0 Optimized transmit and receive queues. Descriptor ring management
hardware for transmit and receive.
0 IEEE 802.3x compliant flow control support with software controllable
pause time and threshold values.
* Management
0 WMI (Windows Management Interface)

* Operating System support for Windows 2000/Xp/2003 server,Linux2.4

3. Installing and Connecting the NIC

This user guide explains how to install the MCS1000 10/100 Secure NIC in a computer
running any of the following operating systems: * Windows 2003 Server * Windows XP ¢
Windows 2000 ¢ Linux 2.4 .

Minimum Installation Requirements

Your client computer or server must meet the following requirements before you can
successfully install the MCS1000 Secure NIC:

* Processor (client or server) — Intel Pentium or above

* Available bus-mastering PCI slot, conforming to PCI 32-bit specifications, revision 2.2
* CD-ROM drive

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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4. Windows 2003 Server Driver Installation

This Section explains the following tasks on a computer running Windows 2003 Server:

* To obtain the latest version of a driver, go to:
http://www.,moschip.com/downloadmatrix 1

e (Click on the “Windows Secure NIC driver “under Product “MCS1000’.and
download the zip file on to PC.

*  Unazip the folder and enter into the MCS1000_Windows_SecureNIC_drivers
directory were the driver files are present.

* Run the MCS1000Setup.exe to install the driver on to the PC.

Fress "Install' button to Install the dnves for PCI Ethernet
Adapter. To cancel the installation prezs Ewit.

Install Il E =it “

*  Select “Copper” radio button, to install driver for Copper interface or select “Fiber”
radio button for fiber Interface and click on Install to install the driver for MCS1000
secure NIC .

* A dialog pops up indicating the driver installed is not digitally signed .click on
“Continue Anyway” to continue the installation.

Software Installation

The zoftveare you are inztaling has not pazsed “WwWindows Logo
testing to werify itz compatibility with Windows =P, [Tell me vabyp
thiz testing iz important. ]

|:7

Continuing your installation of this software may impair
or destabilize the correct operation of pour spstem
either immediately or in the future. Microzoft strongly
recommends that pyou stop thiz installation now and
contact the software vendor for software that has
passed Windows Logo testing.

LContinue Ampesay I

* Click on Exit to complete the Installation.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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Installer for MCS1000 Secure MNIC

Inztallation Succeszfullpy Completed!

FPrezz Exit to cloze the application.
= Copper

" Fiber

Irnstall H

Turn of the power to the computer.
Make sure that the NIC is plugged into the PCI slot of the computer
Turn on the power to the computer.

The PC detects the MCS1000 Secure NIC card and “Found New Hardware “
window pops up.

Make sure “Search for a suitable driver for my device (recommended)” is selected.
Click on Next and so that the Operating System automatically searches for the
driver until all the ports get installed.

The Driver Files Search Results screen appears, then click on “Next” and the
“Completing the Found New Hardware Wizard” screen appears with the name of
the installed NIC.

Click Finish. The driver is installed.

Verify the NIC installation in Device Manager under Network Adapters.

To verify successful NIC installation:
Open the Windows Start menu, and then select Control Panel.
Double click Network Connections.
Check connections in the LAN or High-Speed Internet window. It will show
“Moschip Secure NIC Adapter.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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5. Windows XP Driver Installation

This Section explains the following tasks on a computer running Windows XP:

* To obtain the latest version of a driver, go to:
http://www.moschip.com/downloadmatrix 1

* Click on the “Windows Secure NIC driver “under Product “MCS1000”.and
download the zip file on to PC.

* Unzip the folder and enter into the MCS1000_Windows_SecureNIC_drivers
directory were the driver files are present.

* Run the MCS1000Setup.exe to install the driver on to the PC.

Installer for MCS1000 Secure NIC

Fresz "Install' button to Install the drives for PCI Ethernet
Adapter. To cancel the installation press Exit.

" Fiber

Install Il E=it “

e Select “Copper” radio button, to install driver for Copper interface or select
“Fiber” radio button for fiber Interface and click on Install to install the driver for
MCS1000 secure NIC.

* A dialog pops up indicating the driver installed is not digitally signed .click on
“Continue Anyway” to continue the installation.

Software Installation

| E The zoftware pou are installing haz not passed Windows Logo
L testing to werify itz compatibility with Windows =P, [Tell me why
thiz testing iz important. |

Continuing your installation of this software may impanr
or destabilize the commect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Continue Snwway

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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* Click on Exit to complete the Installation.

Installer for MCS1000 Secure NIC

Inztallation Successfully Completed!

Prezz Exit to close the application.
= Copper

= Fiber

Tr=tall “

* Turn of the power to the computer.
* Make sure that the NIC is plugged into the PCI slot of the computer
* Turn on the power to the computer.

e The PC detects the MCS1000 Secure NIC card and “Found New Hardware
“window pops up.

* Make sure “Search for a suitable driver for my device (recommended)” is
selected. Click on Next and so that the Operating System automatically searches
for the driver until all the ports get installed.

* The Driver Files Search Results screens appears and then click on “Next” and the
“Completing the Found New Hardware Wizard” screen appears with the name of
the installed NIC.

e  (Click Finish. The driver is installed.

* Verify the NIC installation in Device Manager under Network Adapters.

* To verify successful NIC installation:
Open the Windows Start menu, and then select Control Panel.
Double click Network Connections.
Check connections in the LAN or High-Speed Internet window. It will show
“Moschip Secure NIC Adapter.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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6. Windows 2000 Driver Installation

This section explains the following tasks on a computer running Windows 2000
* To obtain the latest version of a driver, go to:
http://www.moschip.com/downloadmatrix 1

¢ (Click on the “Windows Secure NIC driver “under Product “MCS1000”.and
download the zip file on to PC.

*  Unazip the folder and enter into the MCS1000_Windows_SecureNIC_drivers
directory were the driver files are present.

* Run the MCS1000Setup.exe to install the driver on to the PC.

Fress "Install' button to Install the dnves for PCI Ethernet
Adapter. To cancel the installation prezs Ewit.

Install Il E =it “

*  Select “Copper” radio button, to install driver for Copper interface or select “Fiber”
radio button for fiber Interface and click on Install to install the driver for MCS1000
secure NIC.

* A dialog pops up indicating the driver installed is not digitally signed .click on
“Continue Anyway” to continue the installation.

Software Installation

N

The zoftware vou are inzgtalling hasz not passed Windows Logo
testing to verify ite compatibility with windows =P, [Tel me why
thiz testing is important. |

Continuing your inztallation of this software may impair
or deztabilize the comrect operation of your sypstem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Cantinue Arwany

* Click on Exit to complete the Installation.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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Installer for MCS1000 Secure NIC

Inztallation Successfully Completed!

Prezz Exit to close the application.
= Copper

= Fiber

Tr=tall “

* Turn of the power to the computer.
* Make sure that the NIC is plugged into the PCI slot of the computer

e Turn on the power to the computer.

¢ The PC detects the MCS1000 Secure NIC card and “Found New Hardware
“window pops up.

* Make sure “Search for a suitable driver for my device (recommended)” is selected.
Click on Next and so that the Operating System automatically searches for the
driver until all the ports get installed.

e The Driver Files Search Results screens appears and then click on “Next” and the
“Completing the Found New Hardware Wizard” screen appears with the name of
the installed NIC.

¢ Click Finish. The driver is installed.

* Verify the NIC installation in Device Manager under Network Adapters.

* To verify successful NIC installation:
Open the Windows Start menu, and then select Control Panel.
Double click Network Connections.
Check connections in the LAN or High-Speed Internet window. It will show
“Moschip Secure NIC Adapter.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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7. Linux 2.4 Driver Installation

This chapter explains how to install the network driver on a computer running Linux
2.4.

To obtain the latest version of a driver, go to
http://www.moschip.com/htmls/download matrix1.htm

1) Linux requirement:

This development is made for Linux 2.4.20-8 kernel that comes with the
Redhat 9 distribution.

2) Configuring the kernel:
The user is suggested to make copy of Linux source located at /usr/src
For example: /usr/src/linux2.4.20-8-IPSECcopy.

There are two patches that need to be applied to make the Linux kernel to support
offloading of IPsec tasks and work with openswan and MCS1000 card. The patches are
present in the /MCS1000_Linux/kernel_patch/ directory of the Driver disk

The two patches are named as follows in the Driver tar file .In kernel_patch directory.

1. patch-netdevice
2. patch-skbuff

Copy both patches to /usr/src/linux2.4.20-8-IPSECcopy directory and apply the patches
in the same directory.

The patches can be applied using the following commands;

patch -p1 include/linux/netdevice.h < patch-netdevice
patch -p1 include/linux/skbuff.h < patch-skbuff

After successfully applying the patch the user should recompile the kernel.
Go to /usr/src/linux2.4.20-8-IPSECcopy .

Commands to recompile the kernel:

1. make clean

2. make mrproper

3. make menuconfig:
Select <File Systems> and select the <ext3> for built-in kernel support.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.



4 MOMCHP

SEMICONDUCTOR MCS1000 NIC USER Manual.
User should select "Exit' and then select "Yes' for saving the current configuration.
4. make dep

5. make modules
6. make modules_install
7. make bzImage

Once this process is over, we will have this kernel image in
/usr/src/linux.xxx/arch/i386/boot/bzImage and copy this image file into
/boot/ XXX XXXXX.

Now open the file /etc/grub.conf
this should look like the follows
title Red Hat Linux-up (2.4.20-8)
root (hd0,1)
kernel /vmlinuz-2.4.20-8 ro root=LABEL~=/
initrd /initrd-2.4.20-8.img

Now we need to add a new entry for kernel and with the some title and kernel with the
path of bzImage.

title Red Hat Linux (2.4.20-8-IPSEC)
root (hd0,1)
kernel /XXXXXXXXX ro root=LABEL~=/
initrd /initrd-2.4.20-8.img
Reboot the system with the new Kernel "Red Hat Linux (2.4.20-8-IPSEC)"

Check point : After you reboot check whether you are in the newly compiled enviroment
by typing "uname -a" , it should show linux2.4..xxxcustom.

3) Compiling Openswan:

Download the tar file from location
http://www.openswan.org/download/openswan-2.3.0.tar.gz

untar the file with command
tar -xzvf filename.tar
now we will have a directory openswan.2.3.0
Compilation:
We need replace some files in the openswan directory.
Copy the following files present in the "Openswan" directory of the Driverdisk

to openswan-2.3.0/linux/net/ipsec .

ipsec_esp.c

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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ipsec_rcv.c
ipsec_xmit.c

ipsec_sa.c
MOS_OFFLOAD_SA.h
ptkey_v2_parser.c

Copy the file ipsec_sa.h to openswan-2.3.0/linux/include/openswan
In the directory openswan-2.3.0, execute
make KERNELSRC=/usr/src/linux-2.4.xxx module minstall programs install
This will install openswan related files in the system.
To start the IPSEC, execute
#ipsec setup start
More details are in the man pages of ipsec.

4) Loading MCS1000 Linux Network driver .

Go to the directory "network_driver" where the driver files are present and execute
#./load.sh

To install the driver execute

# make install (Installing the Network Driver)
to Uninstall the Network Driver execute the command

# make remove (Uninstalling the Network Driver)
Note: Before Uninstalling the Network Driver stop ipsec by issuing the command
"ipsec setup stop".
Note:
1) This script will install the MCS1000 as eth1 device. This will work when there is only
one more network card present in the system (which is required for a tunnel mode setup).
2) The ipsec.conf file generated by the Openswan uses "eth1" as the device to be used
for security tasks. Make sure that this is the same as MCS1000 card.

refer to man pages of "ipsec.conf" and "ipsec.secrets" file for more details on
setting up security.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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8. Installing and Configuring Data Encryption Offloads

The MCS1000 Secure NIC performs data encryption processing offloads in Windows
2003, Windows XP, and Windows 2000.

Encryption processing is handled entirely by the NIC. The NIC enables true end-to-end
network security at the data capacity of the connected network cable, without sacrificing
performance. This chapter provides instructions for configuring IPSec in Windows 2003,
Windows XP, and Windows 2000 environments.

Overview Internet Protocol Security (IPSec) is a framework of open standards for
ensuring secure private communications over IP networks. IPSec ensures confidentiality,
integrity, access control, and authenticity of data communications across a public IP
network.

Offloading Encryption Processing You can configure any two (or more) computers
running Windows 2003, Windows XP, or Windows 2000 to perform IPSec encryption by
changing the Local Security Setting in the operating system. With most non-MCS1000
Secure NICs, all the IPSec processing is done by the host central processing unit (CPU),
which significantly diminishes CPU performance. The MCS1000 Secure NIC can offload
all the encryption processing from the host CPU, thereby freeing the CPU to work on
other tasks.

9. Selecting Basic or Strong Encryption Processing

The MCS1000 Secure NIC provides Data Encryption Standard (DES) 56-bit encryption
processing and 3DES (3DES 168-bit) encryption processing. You can configure the
MCS1000 Secure NIC to process data packets encrypted with either DES (basic) or
3DES (strong) algorithms. DES and 3DES are IPSec bulk encryption algorithms for
coding data. DES encrypts 64-bit data blocks using a 56-bit key. DES can be applied in
several modes. 3DES (Triple DES) achieves a higher level of security by encrypting the
data three times using DES with three different, unrelated keys. 3DES is also known as
168-bit data encryption.

10.Configuring IPSec in Windows 2003, Windows XP, and Windows
2000

The MCS1000 Secure NIC accelerates IP security (IPSec) data encryption from
supported operating systems that provide this offload capability. This feature is currently
available in the Windows 2003, Windows XP, and Windows 2000 operating systems.
IPSec primarily consists of two parts: * encryption/decryption ¢ authentication To send or
receive encrypted data with a MCS1000 Secure NIC installed, you must first create a
security policy, and then enable encryption on the NIC. The security policy establishes
and defines how encrypted network traffic between your computer and a specified server
occurs. Authentication enables the receiver to verify the sender of a packet by adding key

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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fields to a packet without altering the packet data content. The following table shows the
available levels of encryption

11.Creating a Security Policy

The process you use to create and enable a security policy depends on your network
environment requirements. The following is an example of one approach to creating a
security policy. Encryption Type Encryption Level Description AH Medium
Authentication only ESP High Authentication and encryption Custom Varies Provides
encryption and an extra authentication that includes the IP header. Custom allows you to
select options for both AH and ESP, such as MD5/SHA-1 and DES/3DES. And you can
select the rate at which new keys are negotiated. Microsoft uses IKE key exchange to
renew keys every x seconds or y bytes. For more information, refer to the Microsoft
documentation about creating IPSec flows. NOTE: You must complete all of the
sequences in this section to establish and enable a security policy for transmitting and
receiving encrypted data over the network.

A. Defining the Console
This sequence establishes the Console and defines its parameters.
To define the Console:

1) Inthe Windows taskbar, click Start, Programs, Accessories, and then Command
Prompt.

2) Atthe DOS prompt, enter: MMC The Consolel screen appears.

‘i Cernala oo

Tehade Jgioke 1ol (ofelard Fis 5wy 1 [T miviorn

3) In the menu click Console, and then Add/Remove Snap-in. The Add/Remove
Snap-in screen appears.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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LddFamoer Smap-in 7=
dlerediderda  Edenrens
1 s s s ] o vt oot 5 i P e Coiacd:

Crapm added iz |

Doy

| S

Lok || Ecewe |

4) Click Add. The Add Standalone Snap-in screen appears.

Edd SEandakine Snap-in
duvdakide. T Laradalore 5 e
Srspn “Varudl -
Hl’ﬂl H o agrrer Hiaried sl VERITAS
L E v e Wil Corpes sion
kg Wigacsol Cavped Son
gﬁu\q Foicp HMsmod L orpes soni
Iriiesire Serecs Migasol Do, |
1P By bl i e Corpes sion
Hmaod Carpa i
Link. b 'w'ehs Sukdbrin Hacriel Canpn st
Lol U e el L Hicxnod Lapss s
B Fred povnareie Lo ard Bemh Wil Cpopas i i
[ mzeygpan
Vit Pipacaiood 5 iy | o0 Selrariinbin Hesage IF5e0 -~
o o e corraraskon rah ol compules
w

5) Select IP Security Policy Management, and then click Add. The Select which
computer this Snap-in will manage screen appears.

6) Enable the Local computer option.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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Salbach shich comfrel o doman e mapan sl arege E
s e et b i ptn] o ot el e s iy
1 L acand copanpaied

Thete ioncunpuiben’ Vs v i ey O
™ Tt Aerines [ nasckowp Bomsn o sahich hio covapei el 5 wasabes

T dymegl b Actrem | Dwcior dorsan | U o e DRS rars . 2. p esarple recrz ol com®|

™ fpotten corspier

| Fesh | | Comel

7) Click Finish, Close, and then OK.
B. Creating the Policy

This sequence creates and names the new security policy.

The Consolel and Console Root screen appears with IP Security Policies on Local
Machine displayed in the list.

1. In the left pane, click IP Security Policies on Local Machine.

-
m Consobk]

Fia  Adion  Wea  Freeies  Windea  Help

== OB HE & B

- - . " . -
m Consok RostF Security Poliches s Lical Compitar

| Cormcis Fock | Pl | [eesripdion
{8 = Sanrty Polan on Local Compube () sterd fmporci Cry] Carmemuricab ronmady s
089 Sen e Server (e, For 8 TP (ralTic, adeses resg
IE] sarew (Racpast Sany... Por sl P baffe, sk g

2. Right-click inside the right pane below the list items.

3. From the pop-up menu, select Create IP Security Policy. The IP Security Policy
Wizard starts

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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IP Security Pollcy Wizard rili

Walcorma ta tha |F Sacunlp poloy sxcasd
% T hie wizand hsipes posl Ciesabe 2| P Sagunty pokoy. 7ot sl
apescily e bewed of acanily 1o use shen pommsarecaing it

ppemcih: Commpateny. of grosape o compuled |oubnsie] sndd b
padioia 1P ks bpas

T contirms, eheh B esd

i Had J Carcal

4. Click Next. The IP Security Policy Name screen appears.

5. Enter a name for the new security policy that you are creating. You can enter a
description to help you identify this policy.

P Security Pelicy Wizard

IP Secwilty Policy Mane 3
M v e |F Saeaiy poliog aral provedie a bl diciepen

|

Deesciiplio

| cBack | Mz | | Coes |

6. Click Next. The Requests for Secure Communication screen appears.

Copyright © 2005 MosChip Technologies, Inc. All Rights Reserved.
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7. Clear the Activate the default response rule check box.

I Sac urity Folicy Wizard

Faqueziz fm Secis Communicaton i
Spacly how ths policy iepards o requeds e securs commuricslion
—

Ty cheslma sl rmgparves nae responds bo remobs compubens fhsl mguest secunity, wher ng
ol b Bk T comierecali secunsl, i conmplin Pl siapond 19 iaguests o
SECANE COMITAIIC BN

| cBeck || Hew: | [ Coce |

8. Click Next and then Finish.

9. A screen appears with the name of the new security policy in the title bar.

policyl Properises

Flukes | Geneml
f.! Seciniy i kol Conirmanicating sth ol conpules
[P Gy nubss
I_Friul.'qn Filtew fuctior | duthertication. . | Tw
O :Dparics Divfiecdl A Kt He
4 »
A | Ede | [ L S e
[ or || cence
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10. Click Add. The Security Rule Wizard starts.

Security Hule Wizard ElEl

‘Welcomes tn the Creste IF S ecuaity Fules Wizsd

-
& seounity e gorverns o ard wdeen secunly is mrvoked
| it

bmed upon oslena, such as the soups, dedinalon, snd ps
of IF haffic, in e secunlp suls's |F Rlter ot

& secuaity e contans & collechon of secunty achors: that
are pohivated shen & communcstion nebches the critess n
e I e st
Seiaily aclions

IP bugwezling sthrbates

Suthanticston metods

Filbz1 mctions

To eyl ched Mot

ueﬂ:- il- Coniel

11. Click Next. The Tunnel Endpoint screen appears.

Security Rule Wizard

Tumnel Endponi *
Thee: iuraesd eadponied i s Dol Conuber chasst o e IF Dl destinalion a

e pperie b s pacimiy rule's 1P bk gl

A PTass tnnded pllossy Dok ey 50 nrverne & paiblo 08 [eevsls inbeiradbvnd malh the
1Ly bevel of & desct, preale conmsciion bstessn o compllen

S pacitp B hunrel sreipard ko e P Ssounty nis
# | Jhux ruba closr nt cpscy . burrsl
™ T bamweed encpoint i spesoified bethis IF s

B || Hedy | [ cCowe |

12. Enable the default option This rule does not specify a tunnel, and then click Next.
The Network Type screen appears.
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findac! the netwark hpe

¥l rmtos: gonreiong
7 Loeal anes redwark [LAK]
7 Bateda actatt

[cpar || tes: | [ Coes

13. Enable the default option All network connections, and then click Next.

14. The Authentication Methods screen appears.

Security Rule Wizard

Authenticalion Muthod i
Tom e rrailipb il bl i oy rrathedt, il | oty sk i comphiting Fa ﬁ.
|P Gecamip ne paizasd

Gt e miial wenbcation method o this sscunty nger

 dpiree Deachony geisul [arbesos Y5 potoood]
7 Use s petificste o thiy cesificstion suthontp [

I

o Lise s giring B0 paodeot the kiey sckargs [peeshansd kel
=1 000

| <pack | Mma: || Coon |

15. Enable the Use this string to protect the key exchange (Preshared key): option,
type the appropriate string text in the entry field, and then click Next.
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C. Creating a Filter

This sequence creates a filter for the policy. The IP Filter List screen appears.

Securtly Hule Wizard
IP* Filter Lt i
Seahinc i IP [l i o' i Ui 3l I T 1o it I sy ik Spplie

I i IP Fller i it inlicenng it masichas pour rsede. chick fudd bo crmste s neew one

P e btz
M e | [hescriphion | Bdd |
) 0 | CHF Tyl M stk ol | CHP packets bat
M stk all IF pachssiz hom b E |

(& AIF Tialhe
Herverse |

| cBack || HWeiaz | [ Cowosd |

1) Click Add. A new IP Filter List screen appears.

I I Filter List

Fr 1P i bl = compodnd ol mulpls e In B sy molbyis sobnals, P
sekdsacpas and protocol can be combires] mks o |F At

¥

[rescupbon
Fite; F [zm A i
M T ] Pl Fionars Pt [rasiration
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2) Enter a name for the filter, and then click Add. The IP Filter Wizard starts.

IP Filter Wizard 7%

‘oo o e P lles weomed

Thais wegead fesips yous pegicds the sousce, dieslrstion, and
walo-hupes mlorration resded bo ks 12 i

Tk waaid Ciiateh “wiseed " e hhal resich on bole
rearmng ardl aulzang P rafle

Wi e Bk recllpds leds Lo baaled o 1P Tl st el
mudtchan on P pachats ks meoliypla soures o dasiralon
TeschEEss, of for o cilferel hadhe Hpasy

T v, Chok M esd

IP Tinlfis Somicim 1
Specily e pmacs sddes ol e IF insfic

Simre clbei

e P [
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4) Click Next. The IP Traffic Destination screen appears.

Filber Wizard

B Tialfo Destnation i
Sy the dertiwuter sbioaret o Uhe IF nalbe
—

[rmstnabon sdchess

T - |

[ cBuk | Meir | | Cows |

5) Select A Specific IP Address in the pull-down list. The IP Address entry box
appears on the IP Traffic Destination screen.

6) Enter destination IP address, and then click Next. The IP Protocol Type screen
appears.

Filter Wizard |

IF Piskocal Type
Saslact the |P protocol bype | Shis type is TCF o2 LIDP. you vl slso specify the
L

soypce and desination poss

Selsct 5 protoool ype
| -

[ cpack | pew: | [ coce |

7) Accept the default, and then click Next.
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I Filter Wizard FlEl

@

Corphatrag tha |F Ble resaid

v havse sucoessiuly complshad the P Rben wizmd

To i your IF ey rapw. pelect the Edit peopsrims chack
b, ] Dol ClCSL lrnsn

W JEdt properied

To chsie e varasd ckeh Frnsh

8) Click Finish to close the IP Filter Wizard.

Filter Propesiies

Addreriing | Protee | Demnpion |
Gource scdres
T -

Detianason adiest
|.:nl|F Addigas -

¥ Mirgred Ako msch Dok e vl dhe sasok oppoals wouwce and
ki 50 Bk Ehis

| il | Cateal

9) Click Close to close the IP Filter List screen.
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D. Binding the Filter
This sequence attaches the new filter to the policy.

The IP Filter List screen appears.

1. Enable the option for the new filter name and make sure that the new filter name

is selected.

Security Rule Wizard

I Filor List

A
Sl ke IP [l il T e (pge ol [P il Lo aeficdh e sy ok Sppslit

¥ oy I Fillew iy 1 Follpssng et maicheg pour resede. cick fudd o create s new one

P Flter iz
Murre | [hesonphion | L
) &l ICHF Tralfic Wtchey ol ICHP packely bat

O &IF Tinlke Waiches oll IF packsiz fiom £ |
Pt ] F— |

| < fack

| Mea: || Cares |

2. Click Next.

E .Creating the Filter Action
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This sequence defines how the filter acts on the policy. The Filter Action screen appears.

Sec ity Rk ‘Wizaid

it Acimm

Sminch tha e achon o e mounks reia

Vs il i’ n S ki ! ety i v, ik disde] Mgl e
orw 3 wiech Usn Bedd ' be: conalba 0 Mier ackon areg e vzwd

Fim asghar W Lo Skl foraad
| Haie | Descaiprin. dicdd
ilrend  Fed anieund Fpacs |

(b Sl S TIDas] LDl vt e SO Lo

[ [ TR NOPE PR Al b ] e

Eiewrn

[ epsck | mer | [ casca |

1. Click Add. The Filter Action Wizard starts.

Filter Action Wizard r'T|E|
“whehcoimas b the | P S ecuity e acian mzand
E Ul Hhas vomsnd b0 sy popsibiss 1or & nisy Ml achor
1, fiter action setz the securiy sequiements lora dala

lidrhi. TFaissik injuanisintt sl sfesiid i b ki of dbeciah
rrsthiecls combareed it ke schon

[l hansbes i onlp pasibbe s B compubes pwoked
e e s securty mathods. Wulhpls secunty methods
nciasan lha dhares Ful len camp i sl uios e dans

methed

To corlres, ched Higd

[ P et + _] Cacel |

2. Click Next. The Filter Action Name screen appears.
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F il Schon Masmae
Flwra Her him schon and provele & e desophon

g
DES 1o reen

o

[ Back I; et | | Caruei

3. Enter a name (for example: 3DES to the Server), and then click Next. The Filter
Action General Options screen appears.

Filer Action

Filkm Achon Gersral Bpliona !
T P Al SO0 Dby ﬂ
e

~ P
i Bk
| Hagohate Jmcudy

I & Hack I_Hl:d'\- ] | Carcal |

4. Accept the default, and then click Next. The screen, communicating with
computers that do not support [Psec, appears.
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Commusnicafing wilk computare hat dn nint zuppoat 1P ac -"

Cicararacrnec shmg with, compasiere Hhat de not suppont (PEes mayp sapoas pour ﬂ
natvacik 1o becusly azks ——

Chi s wamrd i slloew communicaslion wth compubars The do nol supeod PGac?

I~ Fal back b | Bl

Llge Hrds oplon i Hess i Qompuseny that oo mod guppaort B899 e ooy yous mestisei,
(M?mm-lwmm suppst PG ac may sspnes poaa nsbwactk
o macuniy nzke

[ ook J|_bews | [ Concet |

5. Accept the default value, and then click Next. The IP Traffic Security screen
appears.

Filer Action Wirard

IP Tialss §eciply
Spaciy & mounty mathosd e P halle. To ssd molipls cecunly mathad: add Fa
Pt 3ol Sihe ool The wizand
Thas M actsn ieguaet o least o secunly methed o P ek
5 E,r-cuu:i-:rh:q'-almeglil_-
Dot vl b e t atwd, sred Lo
T |rhmguity ok
Cimtw el b mutbesntic sred urrnocibed | bl vall nol be sncrppiedl
i Cuzhom
| fsdings
| cpeck || Mesiz | Carosl

6. Select Custom, and then click Settings. The Custom Security Method Settings
screen appears.
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Custom Securily Method Settings

[ [ata nbegeily and snosptbion [E5F

Igegiin Shguid b

SHal = |
Ercipptnn slguithm

HWES =

Sansan kay waltings

[ Geriahs & feiss Ky i
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[T Gl & ree by Eviy
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7. Enable the Data integrity and encryption (ESP): check box, and then make the
appropriate selections in the Integrity and algorithms list boxes.

8. Click OK, Next, and then Finish.

Filder Actimn Wirargd

ol 2
bk bedisl, e Dk, Fardsi

W E e paoiie

T okage s wamsd. ook Finssh

Ciomndedine]) thee IF Seoamity [0 solae Whigasd
' ou harem ruccardiuil complaied a5 Seonly polizy
To adsl poan Aller schon ros, oalact tha Edt proparan
| Hach ” wirh I | Carewl
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F. Binding the Filter Action

This sequence attaches the new filter action to the filter and policy. The Filter Action
screen appears.

LS iz rorvar Hroporise

Seeuiy Msthod | Gl |

' Pad

™ Bk

" Hsgolisie s ooy

iy el i by el O i

Tops | AH Wisgiy | ESP Corddendsl. | E5S A |

E 1 i " WIES aH

e L Exd |
Eissirecre e

L3 »

B Segd urreimasd Co B, et Sk

o iasmre (PG eG
I sallicres Lingisc L oMUk aisoe Sith ron- Phec- s Commgile

I Ssaabon bsy paiisct lorvmsd cscrscy PTR]

| i I Carwed |

I. Enable the filter action option and make sure that the filter name is selected. (In

this example, we used the filter name: 3DES to the Server.)

Fecuriy Hule W ecard

Fillee filon =
Trabct T W mction: bor b ey ruls =

1 rec hifien acbeorm s b lollonarg b egichey voar meady. dick add In ol a s
ik et L deld o o 1 e T A e Bl Rl

Fim Agham F Uas ddd 'wowd
= | [ fiipdaies | il |
Rl weeen |

O Feerd Faret urescesd P pachet | LI
Q) Puspmal Secomiy [Optioeal]  Accepl U] Comeni

1 Fuasis Baspaslly Bercse |

i i e

{ Bach Host s [ Cowel |

II. Click Next, Finish, and then Close.
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III. The newly created policy appears in the right pane of the Console Root\IP
Security Policies on Local Machine screen.

S BTEnn e Pwsplen genbes Helps
=« Dl *FB & & 8

a1 Pl i D

B L iaar Sosd s Lscul Carcard i‘.‘lltl-rl:l mwrad Okl Comeryricsie rorsl s

[
H!ﬂwcﬂﬂl-a- For piFE *-#rwmw-g-rhﬂ s A |
B e Bt S Per ol P bok, g He

IV. Exit this screen and, when prompted, save the new policy information. Use a
meaningful name for future reference. You can modify this security policy by
double clicking the icon that is created when you save the policy in the previous
step.

G.Enabling Encryption

An encryption policy must exist in the Console Root\IP Security Policies on the Local
Machine screen before you can enable encryption on the MCS1000 Secure NIC.

To enable encryption:

Right-click the desired policy icon in the right pane of the screen.
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2 Select Assign.

3 A green plus (+) symbol appears on the policy icon to indicate that encryption is
toggled on.

H. Disabling Encryption

An encryption policy must exist in the Console Root\IP Security Policies on the Local
Machine screen, and be enabled, before you can disable encryption on the MCS1000
Secure NIC. To disable encryption:

1 Right-click the desired policy icon in the right pane of the screen.

2 Select Un-assign. The absence of a green plus (+) symbol on the policy icon indicates
that encryption is toggled off.
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General Information

If you have any questions regarding the MCS1000 or Moschip Semiconductor, please
contact the Moschip Support Group at e-mail mcs1000spt@moschip.com.

Appendix A. Full Schematic.

The Full schematic can be requested from mcs1000spt@moschip.com.

Appendix B. PCB Fabrication Drawing.
The PCB Fabrication Drawing and Gerber can be requested from
mcs1000spt@moschip.com

Appendix C. Bill of Materials.
The complete BOM can be requested from mcs1000spt@moschip.com

MCS1000 VPN User’s Manual 2.6 8 MosChip Semiconductor



